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1. Introduction  

The Data Protection Act (DPA) 1998 came into force in 2000. All UK organisations 

should comply with the DPA 1998 which establishes an outline of rights and 

responsibilities designed to safeguard personal data. It makes significant and important 

requirements on organisations about how they collect, process and store personal and 

sensitive data. It sets rules and conditions, which the council must follow when obtaining 

and using personal information with other council services or organisations that provide 

services on our behalf. 

The Council keeps personal data so it can provide a wide range of services e.g. 

collecting council tax, dealing with planning applications, refuse collection and 

cleansing, licensing, environmental health and administering housing benefit. The data 

includes current, past and prospective employees, suppliers, clients/customers and 

others with whom the council communicates. In addition, it may be required by law to 

collect and use certain information to comply with the requirements of government 

departments. 

The DPA applies to the processing of personal data by data controllers and defines 

these and related terms as follows: 

 

Personal Data: Any information that identifies any living individuals 

Sensitive Data:  Personal information on an individual’s: Racial or ethnic origin, 

Political opinion. Religious or other beliefs of a similar nature, Trade 

union membership, Physical or mental health condition, Sexual life, 

Criminal or alleged offences, Criminal proceedings, convictions or 

disposal of proceedings 

Processing:  Any use into which personal data are put including obtaining and 

retrieving; holding and storing; making available to others within or 

outside the organisation; printing, matching, destroying etc 

Data Subject: An individual who is the subject of personal data 

Data Controller: The organisation that determines how the data will be used 

Data Processor: An organisation that processes personal data on behalf of a Data 

Controller. 
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2 The Data Protection Act 

2.1 Requirements under the law 
 

This Act is mandatory and the Council is required under law to comply with the Act.  This 

means that we must: 

• Notify the Information Commissioner’s Office  (ICO) as required 

• Adhere to the eight data protection principles 

• Educate and train staff in the correct use of data 
 

2.2 Consequences of breaching the Data Protection Act 
 

• Employees - can be criminally liable if they knowingly or recklessly disclose 

personal data in breach of the Act. A serious breach of data protection is a 

disciplinary offence to be dealt with under the Council’s disciplinary procedures. 

• Elected Members- Are Data Controllers in their on right and it is a criminal 

offence for them not to notify the ICO or fail to comply with the Act. Serious 

breach of the DPA will be dealt with under the councillors’ code of conduct. 

• The Council –Financial implications including liability to penalties of up 

£500,000 enforced by the Information Commissioners Office and associated 

damage to the Council’s reputation. 

• Citizens- distress and inconvenience, financial loss or identity theft, breach of 

their human rights, loss of confidence and respect for the Council. 

 

3 Policy Statement 

Lancaster City Council regards the lawful handling of personal information as critical 

to successful service delivery, and maintaining confidence of those with whom we 

work. The Council is therefore committed to fulfilling its legal obligations within the 

provisions of the Data Protection Act. 

 

4. The Eight Data Protection principles 

There are eight DPA principles with which a data controller must ensure compliance. In 

this instance the Lancaster City Council is the ‘data controller’: These are:  

 

Principle 1: Fairly and lawfully processed 

This means that personal information cannot be processed unless one of the conditions 

below applies: 
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• Consent is obtained from individuals 

• Processing is necessary for the performance of a contract or for taking steps 

toward entering into a contract 

• Processing is necessary for compliance with any legal obligation 

• Processing is necessary in a to protect vital interests of the data subject (“life or 

death” situation) 

• Processing is necessary for  

o the administration of justice 

o the exercise of functions on any person conferred under an enactment 

o exercise of any function of the Crown, a Minister of the Crown or a 

government department or 

o the exercise of any other functions of a public nature exercised in the 

public interest of any person 

o Processing is necessary for the purposes of legitimate interests of the 

data controller or third parties to whom the data is disclosed 

An additional reason is required to lawfully process sensitive personal data. 

Examples are:- obtaining explicit consent, compliance with employment law 

obligations, detection of unlawful activity and public interest disclosure.  

 

Principle 2: Obtained only for the purpose stated 

Personal information can only be obtained for one or more specified and lawful purposes 

and should not be processed in any manner incompatible with those purposes which are 

described.  

 

Principle 3: Adequate, relevant and not excessive 

Only personal information which is adequate, relevant and not excessive in relation to 

the purpose or purposes for which they are processed will be held and information will 

not be held on the basis that it might be useful in the future. 

 

Principle 4: Accurate and, where necessary, kept up-to-date 

Reasonable steps will be taken to ensure the accuracy of information processed e.g. 

• when collecting information to make sure the information is correct 

• Third parties who supply personal information should advise us of any 

corrections or amendments that need to be made. 
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• Any inaccuracies should be corrected as soon as possible in order to limit the 

damage or distress. 

 

Principle 5: Not kept longer than is necessary 

Personal information is not retained any longer than is necessary and will require the 

regular assessment and deletion or disposal of personal data. The Information 

Commissioner expects larger organisations to develop and adhere to a ‘data retention 

policy’. 

 

Principle 6:  Processed in accordance with the rights of data subjects  

Individuals have a general right of access to their own personal information. They have 

the right to: 

• have a copy of the information 

• stop processing where this is likely to cause distress 

• have information rectified, blocked or erased 

• claim compensation 
 

Principle 7: Kept Secure 

• Appropriate technical and organizational measures shall be taken against 

unauthorized or unlawful processing of personal data and against accidental loss 

or destruction of, or damage to, personal data 

• Appropriate security measures are in place when handling personal information.  

This applies to both electronic and manual files. 

 

Principle 8: Not transferred to non-EEA countries without adequate protection 

 

5. Related Legislation and Policies 

5.1. Legislation 

Legislation which affects the general management of the council’s records includes but 

is not limited to: 

• Freedom of Information Act (2000)  

• Local Government (Access to Information) Act (1985) 

• Environmental Information Regulations (2004) 

• Privacy and Electronic Communications (EC Directive) Regulations 2003 

• Regulation of Investigatory powers Act (2000) 
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• Privacy and Communications Regulations (2003) 

• Crime and Disorder Act (1998) 

• Public Records Acts (1958 and 1967) 
 

5.2. Policies 

The Council has in place the following policies which are related to the DPA and this 

policy. 

• Freedom of Information Policy 

• Environmental Information Regulations Policy 

• Information Management and Security Policy 

• Records Management Policy 

• Data Quality Strategy 

 

6. Roles and Responsibilities 

All Employees: Ensure they handle personal information both confidentially and 

securely and in accordance with the legislation and policies in place. 

Elected Members: Handle personal data especially that owned by the Council both 

securely and confidentially and in accordance with policies in place. 

The Senior Information Risk owner (currently Head of Governance) has the 

ultimate responsibility for determining the policies that will apply to personal data and 

the procedures and guidance for administering it within provisions of the DPA 

The Information Management Officer (IMO) is also the Corporate Data Protection 

officer and should ensure that the Council’s policies are compliant with the Data 

Protection Principles. Other responsibilities include ensuring the notification is kept 

up to date, being aware of the location and use of all personal data within the 

organisation and ensuring relevant employees are trained in their responsibilities 

under the DPA. 

Information Asset Owners- Ensure that personal data under their care are kept 

secure, accurate are retained or deleted in line the Council’s Retention and Deletion 

Schedule and other DPA principles. 

 Information Custodians- Have good knowledge of the DPA and other related 

policies and procedure in order to provide relevant advice and guidance. 
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Heads of Information Services and Property Services: Responsible for the 

security if computer systems and buildings in which personal data are held. 

 

7. Policy implementation and review 

 

This policy will be communicated to all council staff and relevant training and guidance 

provided. It will be reviewed regularly (at least once every three years) and if 

appropriate, amended to maintain its relevance.  

 


