LANCASTER CITY COUNCIL

ANTI-FRAUD, BRIBERY AND CORRUPTION POLICY - February 2020

1 Definitions

1.1 The Chartered Institute of Public Finance and Accountancy (CIPFA) defines Fraud as
“Any intentional false representation, including failure to declare information or abuse of
position that is carried out to make gain, cause loss or expose another to the risk of
loss”. In the UK, the term fraud is used to describe many acts such as deception,
bribery, forgery, extortion, corruption, theft, conspiracy, embezzlement,
misappropriation, false representation, concealment of material facts and collusion.

The Fraud Act 2006 further defines fraud in three classes:

e False representation
¢ Failure to disclose information where there is a legal duty to do so
e Abuse of position

1.2 The Theft Act 1968 defines Theft as “a person shall be guilty of theft if he dishonestly
appropriates property belonging to another with the intention of permanently depriving
the other of it”

1.3 CIPFA defines Corruption as the “offering, giving, soliciting or acceptance of an
inducement or reward which may improperly influence the action of any person”.The
United Nations’ defines it as an umbrella term for a number of delinquent behaviours,
including: embezzlement; fraud; bribery; cronyism and nepotism; money laundering;
extortion; abuse of position; and improper political funding.

1.4 CIPFA defines Bribery as “an inducement or reward offered, promised or provided to
gain personal, commercial, regulatory or contractual advantage.”

1.5 This policy covers all the above and the Council acknowledges and will be vigilant to
the fact that that, within these definitions, fraud, theft, bribery and corruption can take
many diverse forms.

1.6 This policy is concerned with:
e Acts committed against the Council by individuals or organisations;

¢ Acts committed by the Council’s employees, elected Members or contractors in
the course of their duties (guidance on issues arising from the private and
personal activities of employees which may impinge on the performance of
their duties or risk bringing discredit to the Council is contained in the Employees
code of conduct and the Members’ code of conduct).

2 Scope of the Policy
2.1 This Policy applies to all employees, contractors and elected Members of the Council

and places expectations on the Council’s partners and all individuals and
organisations providing services for the Council.



2.2 This Palicy sits alongside and is supported by the following Council documents:

3 Commitment and Strategy

Raising Concerns Policy

Anti-Money Laundering Policy

Counter Fraud Sanction Policy

Code of Corporate Governance

Officers and Members Codes of Conduct.

3.1 Lancaster City Council is committed to delivering high quality, value for money
services in a fair, open, honest and accountable manner. The Council is determined
to protect itself and the public from all forms of fraud, theft, corruption and bribery,
including any irregularity and the improper use or misappropriation of the Council’s
property or resources both from within and outside the Council.

3.2 In support of this commitment, the Council’s strategy is to rigorously maintain and
develop anti-fraud and corruption arrangements with the following objectives:

Objective

Key Characteristics

Developing a strong anti-
fraud and corruption
culture

A strong ethical framework — clear rules and
procedures

Effective Leadership

Maintaining public confidence in the Council
A sound system of internal control

Deterring and Preventing
Fraud and Corruption

Continuous improvement of arrangements to
combat fraud and corruption

Monitoring of potential exposure to fraud and
corruption and acting accordingly

Ensuring the integrity of staff appointed
Consultants, contractors and suppliers acting
with integrity

Ensuring adequate anti-fraud and corruption
arrangements within partnerships

Raising Awareness

Ensuring elected Members and officers
understand the rules, regulations, policies,
strategies and expectations placed upon them
Elected Members and employees understand
the risks and recognise their ability to protect
the organisation against fraud and corruption

Maintaining effective
reporting arrangements
and preventing further loss

Ensuring that all genuine suspicions/concerns
are raised

Maintaining effective reporting arrangements
Informing external parties where appropriate
Minimising losses once a report has been
received




Facilitating effective
investigations and recovery
and seeking suitable
sanctions and redress

Carrying out timely, lawful and effective
investigations and minimising impact
Seeking appropriate sanctions and redress to
deal robustly with the perpetrators of fraud
and corruption

Maximising the recovery of losses

Learning from experience

3.3 Implementation of the strategy is promoted and supported by an annually updated

Fraud Team Business Plan.

3.4 Development of this strategy will be proportional to the risks facing the Council and
will be informed by an objective and regularly reviewed assessment of those risks
as part of a corporate risk assessment programme.

4 Expectations, Responsibilities and Culture

4.1 The public is entitled to expect Local Government employees and Members to
conduct themselves to the highest standards and with the utmost integrity. The
Council is determined to adopt a culture and tone around the seven principles of
public life: (a) selflessness; (b) integrity; (c) objectivity; (d) accountability; (e)
openness; (f) honesty; and (g) leadership.

The Council will convey this commitment through its Code of Corporate

Governance.

In relation to anti-fraud, bribery and corruption Lancaster City Council employees
should have particular regard to the Council’s Code of Conduct, which is contained
within part 4 of the Lancaster City Council Constitution and can be located here

4.2 The way in which the Council is organised and has defined responsibilities in relation
to this policy is set out in the following table:

Organisation and Responsibilities

Groups / Individuals

Key Roles and Responsibilities

Standards Committee

Setting and monitoring the standards of
conduct for elected Members

Audit Committee

Approving the Anti-Fraud, Bribery and
Corruption Policy

Monitoring the effectiveness of the Council’s
strategy and operational arrangements

Chief Executive

Overall responsibility for the Council’s
operational procedures

Leading by example through sound ethical
behaviour and the promotion of the Council’s
anti-fraud and corruption arrangements
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Section 151 Officer (Head of
Financial Services)

Overall responsibility for the Anti-Fraud,
Bribery and Corruption Policy and supporting
procedures

Developing and maintaining policies to
combat fraud, corruption and other forms of
financial crime

Reviewing the Council’s exposure to risk and
Ensuring that effective investigation
procedures are in place

Monitoring Officer (Head of
Legal Services)

Ensuring that all the Authority’s decisions
are within the law and statutory codes of
practice

Ensuring any actual or potential breaches or
acts of maladministration are appropriately
reported

Service Heads

Reviewing their Service’s exposure to risk
and updating local action plans accordingly.
Leading by example in their service areas
through sound ethical behaviour and by
promoting the Council’s anti-fraud and
corruption arrangements

Internal Audit and
Assurance Manager/Fraud
Manager

Reviewing the effectiveness of the Council's
anti-fraud and corruption arrangements and
reporting to the Section 151 0fficer,
Management Team and the Audit Committee
Maintaining a corporate overview of the
Council’'s exposure to risk and advising
management accordingly

Overseeing the operation of the Anti-Fraud,
Bribery and Corruption Policy and related
investigations

Reporting on any corrective measures
required which have been identified through
internal audit work and investigations
Undertaking investigations into suspected
cases of fraud

Maintaining a record of investigations on the
fraud case management system

Advising the Head of Human Resources of
any investigations involving staff at an
appropriate stage

Referring cases to the Police and other
external agencies where necessary and
appropriate

Managers

Responding quickly and positively to
concerns or allegations

Reporting to the Internal Audit and
Assurance Manager immediately any




suspected financial impropriety, including
fraud or theft and taking all necessary steps
to prevent further loss

e Establishing and maintaining systems of
internal control which effectively manage the
risk of fraud or other malpractice

¢ Responding positively to the results of any
reviews of their internal control framework by
incorporating changes to address any
weaknesses found

¢ Communicating to the Council’s partners,
contractors and suppliers the expectation
that they will act with high standards of
integrity and ethics

All employees and elected e Managing the risk of fraud

Members ¢ Demonstrating a clear opposition to fraud
and corruption through the adoption of
procedures and practices which are beyond
reproach and by reporting any suspicions

¢ Adhering to legal requirements, the Council’s
codes, rules and regulations and relevant
professional codes of conduct

Partners, Contractors ¢ Thee Council expects its partners,
and Suppliers contractors and suppliers to act with high
standards of integrity and ethics

5 Deterrence and Prevention

5.1 The Council is committed to continually improving its anti-fraud and corruption
arrangements. It will work closely with the police and other external agencies to
strengthen and continuously improve its arrangements to combat fraud and
corruption and, subject to legal constraints, will share information to support any
related national or local initiatives.

5.2 The Council will monitor its potential exposure to the risk of fraud and corruption and
the adequacy of its policies, systems and procedures to mitigate them. It will ensure
there are effective arrangements to identify new and emerging risks and update its
policies, systems and procedures accordingly.

5.3 The Council is committed to maintaining a strong ethical framework through clear
rules, procedures and policies and clear lines of accountability. It will seek to
maintain a sound system of internal control which is reviewed regularly by Internal
Audit and the Council’s external auditors and through the production of an Annual
Governance Statement in accordance with the Accounts and Audit (England)
Regulations 2011.

5.4 The Council is committed to learning from self assessment and independent
reviews and will respond positively to recommendations made, by updating its
internal control framework.



5.5 The Council will take appropriate and proportional action against those engaging in
fraudulent or corrupt practices and will consider referral to the Police where
appropriate. Any internal action against employees will be in accordance with the
Council’s Disciplinary Policy and Procedures; Members may be reported to the
Standards Committee in accordance with the Constitution; contracts with third
parties may be revoked per the formal contract; and the Council may withdraw from
partnering arrangements per the partnership agreement. Prosecutions and
alternative sanctions will be considered in line with the Councils’ Sanction Policy (in
relation to counter fraud).

5.6 The Council recognises that training and guidance is vital in maintaining the
effectiveness of its anti-fraud and corruption arrangements and is committed to
ensuring that Members and employees receive guidance, training and support
appropriate to their role and areas of responsibility so as to ensure that risks are
effectively managed.

5.7 The Council is committed to ensuring the integrity of the people it employs through
the maintenance of robust recruitment and selection procedures and pre-
appointment screening.

5.8 The Council will conduct its procurement practices in a fair and transparent manner
and will undertake due diligence in evaluating prospective contractors, and
suppliers. Contracts will seek to ensure third parties act with integrity and will set out
the sanctions, including the termination of any relationship, in the event of the
contractor or supplier adopting practices which are inconsistent with this Policy or
the Council’s Code of Corporate Governance.

5.9 The Council is committed to effective partnerships which deliver shared objectives.
It will ensure that prospective partnering arrangements are supported by sound
business cases and robust risk assessments. Due diligence will be exercised in
carrying out proper checks on potential partners and arrangements will be approved
through robust decision-making processes. Partnering agreements will seek to
ensure that partners act with integrity and in accordance with corporate ethical
standards as set out in the Code of Corporate Governance. Through partnering
agreements the Council will secure its right to monitor the performance of its
partners and agreements will set out the sanctions, including the Council’s right to
withdraw from the partnership, in the event of deficiencies.

5.10 The Council will, where appropriate, publicise the outcome of investigations and
any subsequent prosecutions to make people aware of the possible consequences
of engaging in fraud or corrupt practices.

6 Raising Concerns

6.1 The Council’s reporting arrangements seek to ensure that the interests of the public
and the Council are protected against any form of malpractice that can reduce
public confidence in the Council and its services, including acts committed outside
of official duties but which may impact upon the Council’s trust in the individual
concerned.

6.2 Members and employees are expected to always be aware of, and vigilant to, the
possibility of fraud, corruption, theft, and irregularity or the improper use or
misappropriation of the Authority’s property or resources. Members and employees



are encouraged to report genuine concerns immediately.

6.3 The Council positively encourages external organisations and members of the public
to raise any concerns they may have.

6.4 The Council is committed to taking seriously all concerns which are genuinely raised.
It will, where appropriate, take action against those who raise unfounded malicious
allegations. In the case of employees this may involve taking disciplinary action
against the officer raising the concern.

6.5 The Council is committed to maintaining confidential reporting arrangements and
anyone with genuine concerns should report them in accordance with guidance
available through the following links:

7 Investigations

7.1 The Council is committed to carrying out proper, prompt and formal investigations
into all reports of suspected fraud, corruption, theft, irregularity or the improper use
or misappropriation of the Council’s property or resources to minimise and prevent
further losses.

7.2 Investigations will be carried out in accordance with relevant legislation, including:

The Criminal Procedure and Investigations Act 1996
The Police and Criminal Evidence Act 1984

The Human Rights Act 1998

The Regulation of Investigatory Powers Act 2000

7.3 Police Investigations
Where there is Police involvement, the following points should be borne in mind:

e The Police will normally remove original documentation. Copies should,
therefore be taken of documents required for operational purposes, prior to them
being handed over to the Police.

¢ All evidence related to the investigation should be stored securely, in such a way
as to ensure confidentiality. Depending upon the nature of the irregularity, it may
be appropriate to remove documents or software in a way that does not raise
the suspicions of the person under investigation.

e Itis important to collect as much documentary evidence as soon as possible
since the onset of an investigation may trigger its destruction, if this has not
happened already.

8 Sanctions, Redress and Recovery

8.1 The Council is committed to dealing robustly and appropriately with the perpetrators
of fraud and corruption. This may include criminal and/or civil proceedings as well
as taking action under the Council’s Disciplinary Policy and Procedure, Sanction
Poalicy (in relation to counter fraud) or through the Standards Committee.

8.2 The Council will work with other organisations as necessary to take all reasonable
measures to recover any losses arising from fraudulent activity.



9 Alternative methods for taking a complaint forward

9.1 If either a member of the public, employee or Council Member feels it is right to take
the matter outside these processes, the following are possible ways forward:

e Your Local Councillor - If you are unsure how to contact your Councillor please
see: www.lancaster.gov.uk

e The External Auditor - Paul Hewitson (Director) — www.deloitte.co.uk Tel:
0191 202 5353

e Your Trade Union
e The Police

e The Local Government and Social Care Ombudsman - www.lgo.org.uk

e Protect - Protect is a registered charity that promotes accountability and good
governance in organisations and responsibility amongst individuals. It can give you free,
confidential advice at any stage about how to raise a concern about serious
malpractice/wrongdoing at work. It may be contacted by telephone, 020 3117 2520, or
by e mail, whistle@protect-advice.org.uk
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Appendix A Internal Investigations

Prior to the commencement of any investigation the nature of each matter must be
determined on its merits, in order to decide upon the course of action to be followed:

o Where a criminal offence is suspected and the matter is potentially of a serious
nature, an internal investigation may be undertaken whilst maintaining a close
liaison with the Police, (In these cases , it may be appropriate to consider
handing the case over to the Police, this may occur at any stage of the Council’s
own investigation).

e Where there are reasonable grounds to suspect an offence an interview under
caution (IUC) must be considered. Any IUC’s will comply with the Police and
Criminal Evidence Act 1984 codes of conduct.

e Liaison with the Head of Human resources should be undertaken at all stages of
the investigation process. This is particularly important where action is required
at an early stage, including the possible suspension of the officer involved, in
accordance with the Council’s disciplinary procedure.

e Where a criminal offence is suspected but the matter is not considered material
in terms of value or seriousness (for example petty theft), the matter may be
dealt with under the Council’s disciplinary procedure.

¢ Where the incident is not of a criminal nature, it should be dealt with under the
Council’s disciplinary procedure.

e Within the investigation process an interview may be held in order to gather
information and ascertain facts, or more formally to examine and review
information, verify and confirm facts, and if appropriate seek explanations for the
interviewees conduct/actions

¢ All relevant facts pertinent to the investigation should be obtained prior to the
interview.

e Representation should be offered to the interviewee, in terms of accompaniment
by their Trade Union Official, a friend, or other such person. If the interviewee
requests representation, the interview should only take place when this
representation is adequately provided.

¢ A management representative should be present, who should have the power to
suspend the employee if need be.

e An accurate record must be kept of the interview.

e Legal advice should be sought from the Head of Legal Services on the strength
of the evidence obtained.

¢ Where a decision is made to interview an employee, the arrangements should be
made as soon as possible.

o If, during the course of an interview which is not an interview under caution
(IUC), it becomes clear that a criminal offence may have been committed, the
interviewee must be cautioned before further questioning takes place, in order to
comply with the Police and Criminal Evidence Act 1984. It is critical at this point
that the suspect is informed that he/she may leave the interview at any time. If he
or she does remain they must be informed that they may seek legal advice if they
wish.

Officers undertaking investigations are however advised to terminate the
interview immediately and inform the Police should reasonable grounds exist for
suspecting that a serious offence may have been committed. Serious offences
include either way offences involving fraud or theft with a value of over £50,000,



corruption, bribery and conspiracy. The Police will then make the decision as
where or not to interview the suspect.

Interview Notes/Statements

When compiling interview notes or statements regard should be given to the following:

¢ When an interview with a witness or a suspect takes place, questions and
answers must be recorded contemporaneously and the suspect/witness must
sign the statement.

e |f the suspect/witness refuses to sign the record, this fact must be noted and the
interview note signed by the two interviewers. Any other notes from an interview,
whether shorthand or longhand, must be kept. Any change in persons in the
interview room should be recorded, including time of changes, and people
entering and leaving.

o If a statement is obtained from a suspect/witness, it must be kept in the correct
format. Specific stationary is available for such records. It must begin with the
name and job title of the suspect/witness making the statement and must be
dated and timed. The suspect may write the statement or it may be written for
him/her. The person giving the statement must not be prompted and they must
sign at the bottom of each page and initial every alteration. When the statement
has been completed, the suspect/witness must sign after the final word. The
interviewer should also witness the suspect’'s/witness’ signature. Where
representation has been taken up, the representative should also sign any
written statements made by the interviewee.

e The suspect/witness must be allowed to re-read the statement before the final
signing and must be allowed to alter anything written. The suspect/withess must
initial all amendments.

e |tis imperative that record keeping is comprehensive, legible and accurate. It
should be noted that all documents, including working papers, might be required
as evidence.

An employee must be given every opportunity to explain his/her conduct/actions,
and no unfair pressure or method should be used to obtain information. Where
applicable, the Police and Criminal Evidence Act 1984 (Code of Practice C) will
be followed.

Finalising the Investigation

At the end of the investigation, the Investigating Officer should ensure that a report is
produced which sets out all of the facts relating to the case. The subject of the
investigation should be provided with a copy of the draft report at this stage, and given
the opportunity to comment on, but not change the report. Following which, the final
report including the conclusions drawn and recommendations made, should be
produced and submitted to the Chief Executive and copied to the relevant Director and
Service Head, if appropriate.

Where it is clear that no irregularity has occurred, the suspect must be told as soon as
possible and this should be confirmed in writing. If an allegation is made in good faith,
but it is not confirmed by the investigation, no action will be taken against the person
who made the allegation. If, however, an allegation is suspected to have been made



frivolously, maliciously, or for personal gain, disciplinary action may be taken
against the accuser.

When the Service Head has received the advice and conclusions following from the
investigation, and where appropriate has sought and received the advice from the Head
of Legal Services and Monitoring Officer and the Head of Human Resources, He/she
shall take appropriate action without delay.

If it is felt that there is a case to answer, the employee should be informed of the action
that the Council proposes to take as soon as possible. If disciplinary action is to be
considered, the Council’s disciplinary policy must be carefully followed. If the Council is
satisfied that an irregularity has occurred, and the Police are notified, the employee
should not be suspended indefinitely solely because if subsequent Police investigations
and/or court proceedings. Disciplinary proceedings should be completed as a matter of
urgency.

Records should be kept at every stage of the inquiry. The employee should be
personally informed of the final conclusions of the Council and a formal letter should
subsequently confirm these.

Any systems weaknesses highlighted by the investigation should be included in the
report and recommendations made as to how they can be overcome. Internal Audit will
then obtain management responses to the recommendations made and ensure that a
post audit review is carried out at a later date to assess progress in implementing the
agreed recommendations. Details of the investigation, its findings and any
recommendations will be reported to the Audit Committee as part of the internal Audit
reporting procedures.



